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Yechnique/measure Seo SiL1 SIL 2 SIL3 SIL4
IEC 61508-7

Project management B.1.1 M M M M

low low medium high

Documentation B.1.2 M M M M

low low medium high

Separation of E/E/PE system safety B1.3 HR HR HR HR

functions from non-safety functions low low medium high

Structured specification B.21 HR HR HR HR

I low low medium high

Inspection of the specification B26 - HR HR HR

low low medium high

Semi-formal methods B8.2.3, see R R HR HR

- . also Table 8.7 low low medium high

A=y He IEC 61508-3

Checklists B.25 R R R R

7_\ IJ Z 7 low low medium high

Xz, d Computer aided speciication tools 824 R R R
,A < pa Lj—kn low low medium high

AP | Formal methods 822 - ~ R R
C low low medium high
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& Safety integrity level: discrete level (one out of a possible
four), corresponding to a range of safety integrity values,
where safety integrity level 4 has the highest level of safety
integrity and safety integrity level | has the lowest

@& Safety integrity: probability of an E/E/PE safety-related system
satisfactorily performing the specified safety functions under
all the stated conditions within a stated period of time

26262

& ASIL: one of four levels to specify the item's or element's
necessary requirements of ISO 26262 and safety measures
to apply for avoiding an unreasonable residual risk , with D
representing the most stringent and A the least stringent level
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Integrity level claim

15026

& a proposition representing a requirement on a risk
reduction measure identified in the risk treatment process
of the system of interest.

61508IC H T BXFINT DX

& an E/E/PE safety-related system satisfactorily performing the
specified safety functions under all the stated conditions
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Extent of reduced risk by Risk criteria RlS
Risk reduction measure

characterises '---'

=== is-about

Integrity level claim | ______ Adverse consequence

Is-a-degree-of-
confidence-of

Integrity level - Dangerous condition
gives-the-required- %

, [
confidence-of 1 iImposes-on

system-of-interest,
Integrity level requirement —m===> development process, etc.
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critical qualities in
 15288,0or _isapartof claim i< about Tolerable risk |
critical requirement in
29148 (see [4F] in [1]) T R e
has-a requirement to avoid
adverse consequence
an integrity level X \ _
means the required ) ) requirement to control Risk
degree of < '5.355 ciated adverse consequence J
_ wit \ )\ /
confidence that the \L’ , to mitieat \L /s-a
S - requirement to mitigate severi
claim is achieved adverse consequence has- -~ ty
N \\ adverse <
: . . consequence oy
risk class integrity level supports may be 9 has-a* |ikelihood
(defined by a defined by . J -
set of risk) JalC
ource of random
IS'deter failure
Em;h)’ dangerous
. condition ,
architectural f systematic
feature of failure
system
meeting ... assurance case
is specified
by mtegflty level legend
requirement es

domain specific | key concept in 15026-3
standard : :
shows integrity

level }q irement eneral noun or term
) . evidence 6
is satisfied 8 defined in other standards
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ISO/IEC15026-3 IEC61508 (functional safety) | 15026262 (road ISO/IEC15408
vehicles functional (Evaluation criteria for
safety) IT security)

tolerable risk tolerable risk (?) (?)

risk risk risk risk

adverse harm harm loss of asset

consequence

dangerous 1) hazard 1) hazard 1) vulnerability ?

condition 2) hazardous situation 2) hazardous event 2) threat ?

claim 1) E/E/PE system safety 1) safety goal security target(ST)

requirements specification 2) functional safety
2) E/E/PE system safety requirement
functions requirements

specification

integrity level safety integrity level (SIL) automotive safety evaluation assurance
integrity level (ASIL) level (EAL) ?

integrity level recommended activities in necessary requirement  security functional

requirement IEC61508, E/E/PE system of 1IS026262, functional requirement (SFR) ?
safety integrity requirements safety concept
specification
system-of-interest EUC item target of evaluation
(TOE)
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Specifying context of integrity levels

Specifying system-related information
Specifying risk-related information

Specifying integrity levels

Specifying a integrity level claim

Specifying a set of integrity levels

Specifying integrity level requirements

: : Specifying integrity level requirements

integrity level ‘ pecifying integrity level requi \
requirements

B2 A FESR Specifying justification

LTW5

Specifying other related information
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